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1 INTRODUCTION

Signet Login is a part of Signet Mandate which handles authentication (and mandates) for other
websites. The solution support SAML and JWT tokens and has been adapated to handle legacy SAML
like innskaning.island.is delivers.

2 TEecH

The solution is composed of a MVC website for authentication and giving mandates as well as a
WebAPI REST API. Authentication for the website and webservice is by way of digital certificates.

3 URLs

Signet Mandate has a preproduction and production environment with the following urls.

3.1 PREPRODUCTION

e  Web for handling mandates
o https://prufa.signet.is/login
e Web to use as an authentication portal
o https://prufa.signet.is/login/Login/?id=<reqid>&path=<path>&authid=<authid>
e Get current certificate used for signing tokens
o https://prufa.signet.is/login/login/cert
e Web API
o https://prufa.signet.is/mandateservice

3.2 PRODUCTION

o  Web for handling mandates
o https://login.signet.is/
e Web to use as an authentication portal
o https://login.signet.is/Login/?id=<reqid>&path=<path>&authid=<authid>
e Get current certificate used for signing tokens
o https://login.signet.is/login/cert
e Web API
o https://login.signet.is/service

4 \WEBSITE

To use Signet Login for authentication you redirect your user to the appropritate URL (see chapter 3
above) with your alloted id and some optional parameters.

4.1 ATTRIBUTES

The login website supports these query parameters.

e id
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o Theid you have been allotted by the Signet Team
e path
o An optional parameter in the form of an URL path which will be appended to the end
of the registered return URL.
e authid
o An optional parameter in the form of GUID or number which will be included in the
token returned after authentication. Helpful in linking to a website session.
e onbehalf
o An optional parameter which will require the user to use a valid mandate for
authentication. If the user has no mandate it will not be redirected to the return URL
after authentication.

4.2 RETURNED TOKEN

After authentication the uset is returned (via POST) to a registered return url with an issued token
contaning information on the user who authenticated. The token is returned via the post parameter
,token“ unless requested otherwise and can be JWT or SAML.

Websites which have been using innskraning.island.is for authentication can easily connect to Signet
Login as service providers can request getting SAML tokens in the same form as Innskraning.island.is
provides (same attributes). All that is needed is to trust the token issuer (referred, certificate etc)

Signet Login will normally supply the users name, national registry number and the authentication
certificate.

Signet Login can provide various extra attributes in the token such as address, maritial status, gender,
used certitife etc.

Example tokens are supplied in the appendix of this document.

5 WEeBAPI

The webservice has as controller for handling token info and validation. There is also a swagger
interface on the service to help with integration.
5.1 WEBSERVICE CLASS

The API uses the following classes for requests and responses.
5.1.1 MANDATETOKENREQUEST

When requesting signed mandate after authentication a MandateRequest is used.

e Token
o The returned token after authentication

5.1.2 VALIDATETOKENREQUEST
When validating a returned token a ValidateTokenRequest is used

e Token
o The returned token after authentication
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e Audience
o The audience/destination of token

5.1.3 MANDATEDATA

When getting mandate information the response is a MandateData.

e |ID

o GUID

o ID of mandate
e HolderSSN

o String([]

o National registry numbers of mandate holders
OnBehalfSSN

o string

o National registry number of identity giving mandate
e GiverSSN

o string

o National registry number of person giving mandate
e Document

o Byte[]

o The signed PDF mandated
e Data

o KeyValuePair<string, string>[]
o Array of KVP with mandate values

e Added

o date

o Time when mandate was saved
e Signed

o date

o Time when mandate was signed
e ValidFrom

o date

o Time when mandate gets valid
e ValidTo

o date

o Time mandate is valid to

[ ]
wn
—+
Q
—+
(0]

o AuthorizationState
o State of mandate (Issuance = 0, Revocation = 1)
5.2 METHODS

The following methods are available in the token webservice (<service url>/api/token)

5.2.1 GETMANDATE

To get them andate referenced in an issued token tou can call the GetMandate method. The method
acceps a MandateTokenRequest and responds with MandateData if the mandate is found from the
token.

Gudrunartin 10 | 105 Reykjavik | simi: 440 9000 | advania@advania.is | www.advania.is Sida 4 af 9



-

:. advania
N

SIGNET MANDATE

5.2.2 VALIDATETOKEN

To validate an issued token you can call the ValidateToken method. The method accepts a
ValidateTokenRequest and responds with true or false if the token is valid

5.2.3 GETAUTHENTICATIONDATA

To get the users authentication data (issued authentication from identiy provider i.e. Audkenni) you
can call the GetAuthenticationData method. The method accepts a MandateTokenRequest and
responds with the authentication data (base64 encoded string) if the token and its authentication data
is found.

6 APPENDIX

Below are some example tokens issued by Signet Login.

6.1 NORMALJWT TOKEN

eyJhbGciOiJSUzIINiIsImtpZCI6IjU4ANjk4MEYwQUIWODBERDRDMkQzQjM1REMSMDISQkKFFODR
FMDRFNzcilLCJ@eXAi0iJKV1QifQ.eyJqdGkiOiIxZDcOMTFhNi@4YTM3LTQ5YTktYmV1YS1jMT1
1YzZiOGQyYmYiLCJuYW11aWQiOiIxMjMONTY30DkwIiwiUINOIjoiMTIzNDU2Nzg5MCIsIk5hbW
Ui0iJUZXNOIE5vdGFuUZGkiLCINb2JpbGUiOiIXMTEXMTExIiwibmImIjoxNjk5NDUzOTIOLCI1e
HAi0jE20TkONTgxMjQsImlhdCIEMTY50TQINzUyNCwiaXNzIjoicHI1ZmEuc21lnbmvoLmlzIiwi
YXVkIjoiaHROcHM6LY9wcnVmYS5zaWduZXQuaXMvIne.fC8cDZB3PI3pVFFZos46odhpRhuTiAa
a9UpS7psKwfnhekDnqGlgLNOdrj4sK03x70zRyUpnZ8MjLG2tw-SV_7eDjim29ZZRIQ5c-
bB2GZz57fUqo6bkt6vhDbAz40b4olLgkjQ-
TQq_DPe_u®aQvVi4pqC_joDwLvHBYhsG3ORWb5AeZDGCsnzgbjmkHUs8kK2LEA8CQqfaBEsQHMR
DWezZuB5SEOTTN_GcmoZZWm2P1sXb82k -
C4HrgtyQxz490csoH3hqIoi81WMg_7LBShk716zMUa-
QHXnNFBpi_m8fttmzqfIkkyxh6aTDxyFP8kvhq3Pz67RLPXPn8-RRPgA

6.2 NORMALSAML TOKEN

<?xml version="1.0" encoding="UTF-8"?><Response
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"” ID="_5f7aald7-4f40-
4fed-9652-9855f52c913f" Version="2.0" IssueInstant="2023-11-
08T15:34:50.8516772Z" Destination="https://prufa.signet.is/"
xmlns="urn:oasis:names:tc:SAML:2.0:protocol"><Issuer
xmlns="urn:oasis:names:tc:SAML:2.0:assertion">Signet
Mandate</Issuer><Signature
xmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMet
hod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"
/><SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" /><Reference URI="# 5f7aald7-4f40-4fed-9652-

9855f52c913f" ><Transforms><Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"
/><Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/></Transforms><DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
/><DigestValue>Iyzbodwmv/+v559FnTX0jsg30yxnKjDvSSTx5ZxiEMQ=</DigestValue></
Reference></SignedInfo><SignatureValue>SW93RiQs9Dc9vb6q70DGXxOGSEEPUVIBU++u
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VFVQq3ItkWDy8nkQ+y6kZiTzkCXcMUK9OkWuf/a9eqdMA+xb/Qcp9aqYA9pELOMxwyvAbl1IWgd
a/pjsXCyJf3tvULUMMWBqwilFwcB7gbNC/aualYZLeqqK3pbHe3qWWIOMM2rcFwyL8jSWaRwiVXK
JOAXTOUTS8xgzjM59msAwWNpptDXwGFO7n/fIxPxyaplhi8ESgtmI9/ARWVDSLYbK4vUb8v1ookN
tgtkbnhIxWKfqlaFTmjv+8SkWislskXb7gm+6evRbsPw+8ourewo317Hpeyjo65xVS1/Guzjo0/
k6Ky3A==</SignatureValue><KeyInfo><X509Data><X509Certificate>MIIF2zCCBMOgAw
IBAgIDJFagMA®GCSqGSIb3DQEBCWUAMHAXCzAIBgNVBAYTAK1TMRMWEQYDVQQF Ewo1MjEwWMDAYN
zkwMRUWEWYDVQQKEwWXBdWRrZW5uaSBoZi4xJzA1BgNVBASTH1VOZ2VmYW5kaSBmdWxsZ21sZHJh
IHNraWxyaWtqYTEaMBgGA1UEAXMRRNVsbGdpbHQgYXVka2VubmkwHhcNMj IwMjAXMDKkXNDA3Whc
NMjQwMjAXMDkxXNDA3WjCBsTEXMBUGALUECXMOMjAyMjAxMzEwOTQwWMDAXHTAbBgNVBAOMFEFkdm
FuaWEgw41zbGFuZCB1aGYuMQswCQYDVQQGEwJJUzEYMBYGALUECXMPQnVuYWRhcnNralxyalWtpM
SIwIAYDVQQLDB1BdcOwa2VubmluzZyBvZyBlbmRpcnIpdHVUMRMWEQYDVQQFEwo10TAyNjk3MTk5
MRcwFQYDVQQDEw5TaWduZXQgQWR2YW5pYTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggE
BAL4PgInUEqo+9EUpbhkvEfwsCReE013B8jyZPr7DbF1jNkoYJOR5tbOFm4k3jHbCbTp8c4/6gB
yPoJCnoDT50FkserP@zv9VADC1sqro5dHYgRIOyFwgh+6KN2C+MX17waqC8d+XT1oj/t05bdupT
Q3f/pMVDSrNzQprMMZ4rfi8IUWXUMlothrS/Gsoo+YrdfrlBDYDI7QoCSydveBOpl+PU/Y881iyd
SwF1xsceZEwq970JcVsNoCFAzhiwRb1hBRLQ/B1lfuw2bwssODwaDi33zFSfP3838yqfmZ2vOFXM
0Ps7UnG3124vMRsbeUv8Vd4PjJowF5]pXbMrnTsRykYUCAWEAAQOCAiwwggIoMAWGALIUdEWEB /w@ET9/kY4RuH41GOioNd6sXTcRq193PgLRZhxpbeBvLgNEcil3+AAy61
uaYWgkpMoVUuvvbApkm/8+EziDOMEMaXFiYDtzNvxpXUHh6N41R800Wfhs2KgtfYDMRkDaWfaho
FBQOzaEjS3xv17hushmfG40/E1GhKmUOH6F50]ZDmksi4BoC5MToOxpXwdyKQvwBC+IaONGXmtk
BnC+X7/H+SzY2NUf/hE/huw/0s10mgX067tRGtDoSd386HOEXjH/qF /4j1Qg+vIszpzAxXxNHPnZk
SZNP5+J+TeI6I81fIn212jjOEIZ6zud4PGtgBM67S</X509Certificate></X509Data></KeyI
nfo></Signature><Status><StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success" /></Status><Assertion
Version="2.0" ID="_2fb084db-36b8-47c1l-bel9-970524287206"
IssueInstant="2023-11-08T15:34:50.8516772Z"
xmlns="urn:oasis:names:tc:SAML:2.0:assertion"><Issuer>Signet
Mandate</Issuer><Subject><NameID NameQualifier="signet.is">Signet
Mandate</NameID><SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><SubjectConfirmationData
Address="127.0.0.1" NotOnOrAfter="2023-11-08T15:44:50.8516772Z"
Recipient="https://prufa.signet.is/"
/></SubjectConfirmation></Subject><Conditions NotBefore="2023-11-
08T15:33:50.8516772Z" NotOnOrAfter="2023-11-
08T15:44:50.8516772Z"><AudienceRestriction><Audience>prufa.signet.is</Audie
nce></AudienceRestriction></Conditions><AuthnStatement AuthnInstant="2023-
11-08T15:34:50.8516772Z"><SubjectLocality Address="172.16.193.82"
/><AuthnContext><AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classe
s:X509</AuthnContextClassRef></AuthnContext></AuthnStatement><AttributeStat
ement><Attribute Name="UserSSN"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><Attributevalue
xsi:type="xsd:string">1234567890</AttributeValue></Attribute><Attribute
Name="Name" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
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format:basic"><AttributeValue xsi:type="xsd:string">Test
Notandi</AttributeValue></Attribute><Attribute Name="Certificate"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue
xsi:type="xsd:string">MIIFUTCCBDmgAWIBAEIIGNn8qoiTKK+cwDQYJIKoZIhvcNAQELBQAwgE
ZcxCzAIBgNVBAYTAk1TMRUWEWYDVQQKDAXBZHZhbm1lhIGV0oZi4xIzAhBgNVBASMG1VOZ2VmYW5k
aSBidW5hZGFyc2tpbHIpa2phMRYwFAYDVQQLDAINaWxsaXNrawWxyaltpMRMWEQYDVQQFEwo10TA
yNjk3MTk5MR8wWHQYDVQQDDBZCAW5hZGFyc2tpbHIpa2kgUHIvZnVuMBAXDTIzMDIyNzEzMTAXN1
OXDTIIMDIyNJjEzMTAXN1lowgYUxCzAJIBgNVBAYTAk1TMQOWCWYDVQQKDARUZXNOMQOWCwWYDVQQLD
AQxMDQYMRYwWFAYDVQQLDA11aW5rYXNralxyalWtpMRQWEgYDVQQLDAtBdcOwa2VubmluZzETMBEG
A1UEBRMKMTIzNDU2Nzg5MDEVMBMGA1UEAWWMVYGYzdCBOb3RhbmRpMIIBIjANBgkghkiGOwOBAQE
FAAOCAQ8AMIIBCgKCAQEAzGNyW5nAD5mJaokYs47tNVgT7f5cBTOOG8LE6SZd1ftQs0a0C5Itjb
wIpE@cik31s5tbtCeztR17BwHb7ggDbgp73qwxjDWe4UXtIMKQXTt+MP8+jCb09j2mOt7AMiY+I
U8rGa8JQoOPM/wAKsryog50T/qYgURIydZHmorUSXbArYilECZwal+JFkbrQmBt+SbOYOJFP/z]j
RHMcUGw4I7mKy1W64dWx5IrI3DLaQwe1g8BLIaVW4aui9cBDZGD6UIMF8agQMVIWaz26z/x7pal
IX6PuJtm@3Q4SUQuQ+VVVE7nK1cnkCOXLFMIjtL7W/ahIxuqzW343r/joWI49QQIDAQABO4IBrz
CCAaswUAYIKwYBBQUHAQEERDBCMEAGCCSGAQUFBzABhjRodHRwczovL2NlcnRzLmFkdmFuaWEua
XMvVZWpiY2EvcHVibG1ljd2ViL3NOYXR1cy9vY3NwMBOGA1UdDgQWBBSYjH/oBL3Mgumcun7PxujD
1C194zAMBgNVHRMBAT8EAjAAMB8GA1UdIWQYMBaAF IMPwObdmwEXR+imDBA99d2]jiTIMIHPBgN
VHR8EgccwgcQuwgcGggbbggbuGgbhodHRWO18vY2VydHMUYWR2YW5pYS5pcy91lamIjYSOwdiWIsal
N3ZWIvd2ViZG1lzdC9jZXJ0ZG1lzdD9jbWQ9Y3JIsImlzc3V1cj1DTj1CdW5hZGFyc2tpbHIpa2klM
jBQcmOmdW4sUBA9NTkwMjY5NzE50SxPVT1NaWxsaXNraWxyaWtpLE9VPVVOZ2VmYW5kaSUyMGI1
bmFkYXJza2lscmlramEsTz1BZHZhbm1lhITIwZWhmLixDPU1TMA4GA1UdDwEB/wWQEAwWIFADANBgN
VHSUEIDAeBggrBgEFBQcDAgYIKwYBBQUHAWQGCCSGAQUFBWMBMABGCSqGSIb3DQEBCWUAA4IBAQ
AMFfLcCrbM1vD8FeeDIQhfBVzZLFTiy5VpfQKnWRnJIKorBcLo6xeymImR3bdZBH1+Jgdo7LfW4K
kebWzdjFRwbSVA9aGYX7W1AZxS3tnd/UBZ8gQsSSWQHCTR+KZFsMyz/Aj3YtP1VXgCLUSQLARtq
f+64VdcbHLaC70KSBG8UTPF03GxmbMBj1jhCXQfD2yfWsQZ017i6aS+yMLtdgAMcgAnT3by+XA4
ZmRwPL /HZ+MIZB4RSTHIA3uxAJPELHKWiMSXxM2RX4IKcqgT+GOm7dxqBWCPWPCBNnC1K7bRVCG8t
9bc3PRtOQ4IQINjw7ep2gDuly/knMHpemgzkgG3BWT< /AttributeValue></Attribute><Att
ribute Name="Mobile" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue xsi:type="xsd:string">+354-
1111111</AttributeValue></Attribute></AttributeStatement></Assertion></Resp
onse>

6.3 INNSKRANING.ISLAND.IS COMPATABLE SAML

<?xml version="1.0" encoding="UTF-8"?><Response
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"” ID="_8bdb8cae-4705-
4888-b9eb-164d00f6fae9" Version="2.0" Issuelnstant="2023-11-
08T15:39:10.3423716Z" Destination="https://prufa.signet.is/"
xmlns="urn:oasis:names:tc:SAML:2.0:protocol"><Issuer
xmlns="urn:oasis:names:tc:SAML:2.0:assertion">Signet
Mandate</Issuer><Signature
xmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMet
hod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"
/><SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" /><Reference URI="# 8bdb8cae-4705-4888-b9eb-

164doef6fae9" ><Transforms><Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"
/><Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
/></Transforms><DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
/><DigestValue>+5W7yyKCzON4747v8TSkHBiMO36GQIFa8HIunUzmulk=</DigestValue></
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Reference></SignedInfo><SignatureValue>Cn51P3LJCLzal2jkfpuNNgvOCvB4rM4pne/i
LmMGZGWzBUDypPs3S13ERM6YLFh7zDz8Rwd7gG949wPfRVGknOXWx+r+hqzKkc2jdeKPISEFvQF
/pr4PWCsy3FrsrkKM7fsFh+exrh05jFY27GX1pbOfa52aDCclDPbrphiWPqewlLIBvIy8UDSnN/u3
ODugfMw4mamJJ1FW17E96RW6SrbiYoVzK+XrODcu@ttNwVt1T87VKU1Br2uf/jBijdtggMIUJES
S1PG3E2vpFCuB1UPXx9AiJpLCHsr0ihAlrzG4t30YPxWqZH30/2BXxXeAL1010SYdG2alzUIG3R5
sgD2wg==</SignatureValue><KeyInfo><X509Data><X509Certificate>MIIF2zCCBMOgAw
IBAgIDIFagMAOBGCSqGSIb3DQEBCWUAMHAXCzAIBgNVBAYTAKk1TMRMWEQYDVQQF Ewo1MjEWMDAYN
zkwMRUWEWYDVQQKEwWXBdWRrZW5uaSBoZi4xJzA1BgNVBAsSTH1VOZ2VmYW5kaSBmdixsZ21sZHJh
IHNraWxyaWtqYTEaMBgGA1UEAXMRRNVsbGdpbHQgYXVka2VubmkwHhcNMj IwMjAXMDkxNDA3Whc
NMjQwMjAXMDKkXNDA3WjCBsTEXMBUGALIUECXMOMjAyMjAxMz EwOTQWMDAXHTAbBgNVBAOMFEFkdm
FuaWEgw41zbGFuZCB1aGYuMQswCQYDVQQGEwIJUzEYMBYGALIUECXMPQnVuYWRhcnNraWxyaWtpM
SIwIAYDVQQLDB1BdcOwa2VubmluZyBvZyBlbmRpcnIpdHVUMRMWEQYDVQQFEwo10TAYNjk3MTk5
MRcwFQYDVQQDEWS5 TaWduZXQgQWR2YW5pYTCCASIWDQYIKoZIhvcNAQEBBQADggEEPADCCAQoCggE
BAL4PgInUEqo+9EUpbhkvEfwsCReE013B8jyZPr7DbF1jNkoYJOR5tbOFm4k3jHbCbTp8c4/6gB
yPoJCnoDT50FkserP@zvOVADC1sqro5dHYgRIOyFwgh+6KN2C+MX17waqC8d+XT1loj/t05bdupT
Q3f/pMVDSrNzQprMMZ4rfi8IUWXUMlofhrS/Gsoo+Yrdfrl1BDYDI7QoCSydveBOpl+PU/Y881iyd
SwF1xsceZEwg970JcVsNoCFAzhiwRb1hBRLQ/Blfuw2bwssODwaDi33zFSfP3838yqfmZ2vOFXM
0Ps7UnG3124vMRsbeUv8Vd4PjJowF5]pXbMrnTsRykYUCAWEAAaOCAiwwggIoMAWGAIUdEWEB /w
QCMAAwggELBgNVHSAEggECMIH/MIH8BglggmABAZEBAQIwge4wgcQGCCsGAQUFBWICMIG3GoGoV
GhpcyBjZXJ0aWZpY2FOZSBpcyBpbnR1bmR1ZCBmb3IgZGlnaXRhbCBzaWduYXR1cmVzIGFuUZCBh
dXRoZW50aWNhdGlvbi4gVGhpcyBjZXJ0aWZpY2FOZSBmdWxmaWxzIHRoZSByZXF1aXJ1bWVudHM
gb2Ygbm9ybWFsaXplZCBjZXJ0aWZpY2FOZSBwb2xpY3kgKE5DUCkgZGVmaW51ZCBpbiBFVFNIIF
RTIDEwMiAWNDIUMCUGCCsGAQUFBwIBFhlodHRwczovL3J1cG8uYXVka2VubmkuaXMvMHcGCCsGA
QUFBWEBBGswaTAjBggrBgEFBQcwAYYXaHROcDovL29jc3AuYXVka2VubmkuaXMwQgYIKwYBBQUH
MAKGNmhOdHAG6LY9jZHAuaXNsYW5kc3JIvdC5pcy9za2lscmlraSOmdWxsZ21sdGF1ZGt1lbm5pLnA
3YjALBgNVHQ8EBAMCBeAwHWYDVROjBBgwFoAUwik+hv+GxNo1lH2mmpP8BgzxKM6kwQwYDVROTBD
wwOjA4oDagNIYyaHROcDovL2NybC5hdWRrZW5uaS5pcy9mdWxsZ21sdGF1ZGt1lbm5pL2xhdGVzd
C5jcmwwHQYDVROOBBYEFL+65R/0Sev5/7Q3/y2wl/6UhpHaMABGCSqGSIb3DQEBCWUAA4IBAQAH
m1bwk6wlWhX0CikuMBu4@ET9/kY4RuH41GOioNd6sXTcRq193PgLRZhxpbeBvLgNECcil3+AAy61
uaYWgkpMoVUuvvbApkm/8+EziDOMEMaXFiYDtzNvxpXUHh6N41R80OWFhs2KgtfYDMRkDaWfaho
FBQOzaEjS3xv17hushmfG40/E1GhKmUOH6F50]ZDmksi4BoC5MTo0x pXwdyKQvwBCFIaONGXmtk
BnC+X7/H+SzY2NUf/hE/huw/0s10mgX067tRGtDoSd386HOEXjH/qF/4j1Qg+vIszpzAxXNHPnZk
SZNP5+J+TeI6I8IfIn212]jOEIZ6ZzudPGtgBM675</X509Certificate></X509Data></KeyI
nfo></Signature><Status><StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success" /></Status><Assertion
Version="2.0" ID="_1a466050-88de-413f-958c-al7f4f126d15"
IssueInstant="2023-11-08T15:39:10.3423716Z"
xmlns="urn:oasis:names:tc:SAML:2.0:assertion"><Issuer>Signet
Mandate</Issuer><Subject><NameID NameQualifier="signet.is">Signet
Mandate</NameID><SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><SubjectConfirmationData
Address="127.0.0.1" NotOnOrAfter="2023-11-08T15:49:10.3423716Z"
Recipient="https://prufa.signet.is/"
/></SubjectConfirmation></Subject><Conditions NotBefore="2023-11-
08T15:38:10.3423716Z" NotOnOrAfter="2023-11-

08T15:49:10.3423716Z" ><AudienceRestriction><Audience>prufa.signet.is</Audie
nce></AudienceRestriction></Conditions><AuthnStatement AuthnInstant="2023-
11-08T15:39:10.3423716Z"><SubjectLocality Address="172.16.193.82"
/><AuthnContext><AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classe
s:TLSClient</AuthnContextClassRef></AuthnContext></AuthnStatement><Attribut
eStatement><Attribute Name="UserSSN"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><Attributevalue
xsi:type="xsd:string">1234567890</AttributeValue></Attribute><Attribute
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Name="Name" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue xsi:type="xsd:string">Test
Notandi</AttributeValue></Attribute><Attribute Name="DestinationSSN"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue
xsi:type="xsd:string">5902697199</AttributeValue></Attribute><Attribute
Name="Authentication" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue xsi:type="xsd:string">Rafran
simaskilriki</AttributeValue></Attribute><Attribute Name="UserAgent"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue xsi:type="xsd:string">Mozilla/5.0 (Windows NT
10.9; Win64; x64; rv:109.0) Gecko/20100101
Firefox/119.0</AttributeValue></Attribute><Attribute Name="IPAddress"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue
xsi:type="xsd:string">127.0.0.1</AttributeValue></Attribute><Attribute
Name="Mobile" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue xsi:type="xsd:string">+354-
1111111</AttributeVvalue></Attribute></AttributeStatement></Assertion></Resp
onse>
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